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Kak 6e3onacHo oOwarbcs
B COLlMANIbHbIX CETAX

o Orpannub cnucok Apy3en. Y Teba B Apy3bax HE AOMKHO ObITh CAYYSHHBIX KU HE3HA-
KOMBIX NHOAEH.

JawmMuai CBOK YaCTHYIO XXHM3Hb. He yka3wiBai naponu, TenedoHsl, agpeca, aaTy
POXAESHUA M APYTYH NMYHYIO MHDOPMaLMIO, 3N0YMBILLNEHHWKK MOTYT MCNONL30EaTDL
Aaxe MHPOPMALMK O TOM, KaK Tbl U TEOW POAWTENW NNGHUPYETE NPOBECTH KaHUKYNbI.

e 3awmwan ceowo penytaumio. Jepxu ee B yucToTe W 3aaasai cebe sonpoc: xoten Bl
Tbl, 4TOBbI APYrMe NONb30BATENN BUASAM TO, YTO Thi 3arpyxaews? Mogyman, npex-
AE Yem YTOo-TO onybnukoBaTh, HANWCATL W 3arpy3nTh.

o He ncnonsayi peansHoe uma. Korga B ceTH pasrogapyeacius C HE3HAKOMBIMM
N0ALMM, HE Ha3biBai M HE UCNONb3YWA peansHoe uma. He packpbiBai nHGOpMaUuo
o cebe: MecTo XUTeNbCTea, MecTo y4ebsl u npoyee.

e He coobwait ceoe mecTononoxenue. Vizberai pasmewuenus otorpaduii B MHTEpHETE,
rae Tel M306paMmeH Ha MECTHOCTH, MO KOTOPOA MOXHO ONPeaennTe MECTONONOMEHHE,

e Wcnonb3yii cnoxxbie naponm. [pu perucTpauun nuwin cnoxHele naponu. OHu Zo/mkHb
COAEPXaTh HE MEHee BOCbMM 3HAKOB W BKAKYaTh B ceba cTpoyHbIe 1 NponucHbie Bykebl,
UMdPbI M HECKONBKO CUMBONOB, TAKME KaK 3HAK 40NNapa, GYyHTa, BOCKNMUATENbHBIA 3HAK,

Wcnonb3yi paskbie naponaun. [Jas coOUManbHoM CETH, MOYTEI M APYTUX CAWTOB CO34a-
Bai pasHeie naponu, Toraa ecnu Teba B3NOMAKOT, TO 3N0YMBILUNEHHUKW Noay4aT
AOCTYN TONLKO K OAHOMY MECTY, 2 HE KO BCEM Cpasy.



MAMATKA | a0 uronsmuixos

Kak 3awuTtutb cBOIO i
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LUUDPOBAA PENYTALIUA - 310 TBOW MMUAX, KOTOPLIA GOpMUPYETCA U2 MHPOPMaL MK

o Tebe B nHTepHeTe, KoMnpoMeTUpyowan MHGOPMaLUMA B MHTEPHETE MOXET CepPbe3HO 0Tpa-
3UTLCA Ha pPeantHOW Xn3HK, TBOR MECTD KMTeNsCTEa, yyebsl, TBoe dUHAHCOBOE NONOXEHNe,
ocobeHHOCTH XdpaKTepa u pacCkazel 0 6AM3KMX - BCe 3TO Hakannueaetcs e Ceru.

MHOrve noapoCTEW NErkOMEICAEHHD OTHOCATCA K I'I'f.l'ﬁ.ﬂHKBLI,HH NUYHOW MHDOPMALMK B KH-
TEPHETE, HE MOHNMAaA BO3MOXKHbIX NOCNEACTBUIA. Thl A3XE HE 334YMBLIBAELILCH O TOM, YTO
doTorpadua, pasMeLLEHHaA NATE NET Ha3a4, MOXET CTaTk NPUYMHON OTKA3a NpUHATE Teba Ha
pabory.

KommeHTapuu, doTorpadii M TBOW JSACTBWA MOTYT HE UCUE3IHYTE AaXe NoCNe TOro, K3k Thl
WX yARNWWG. Tl HE 3HaelWb, KTO COXPaHUA 3Ty MHdOpMaumnIo, NoNana N1 OHa B NOWCKOBLIE
CHCTEMBI M COXPAHWNACE W OHA. HalTy MAPOPMALWMID MHOTO NET CRYCTA CMOXeT Nobon - kak
13 0obpsix NOBYXKABHWA, TAK U C HAMEDPEHWEM NPUYMHWTL Bped.

COBETbBI MO 3ALMWTE LUMDOPOBOW PENYTALIMM:

o He ny6amnkyi cpasy. Moaymaii, npexae yem 4to-to nybnukosats y ceba 8 Gnore unm
B COLMaNbHOM CETH, NEPECHINATL B NMYHOM COOBLIEHMM,

YcraHoBw orpaHMyeHMa B HacTpoikax npoduna. OrpaHuye npocmoTp npoduns
uero cogepxumoro. Caenain ero ToNbKO «4NA APY3EAY.

Bepernct MCcKoB 3a ockopbneHme NMUYHOCTH B MHTepHeTe (cT. 282 YK). He pazme-
Wan MHPOPMALMWIO, KOTOPaA MOXET KOro-To 0B1KaTe, U HE CCBINANCA Ha Hee,
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Yro Takoe aBTOpCKOE NpaBo

Y106bI MCNONL30BATL BO3MOXHOCTH UMDPOBOro MUPa, HYXXHO COBNOAaTL Npasa Ha MHTEN-
NEKTYanbHyi0 COBCTEBEHHOCTL. TEPMUH MHTENNEKTYanbHan COBCTBEHHOCTL OTHOCUTCA K pas-
NTMYHEIM TBOPEHWUAM YEN0BEYECKOT0 YMa, HaYWHaRA C HOBbIX M30BpeTeHuin n 2Hakoe, obosHa-
Ya L MX coBCTBEHHOCTS Ha NPCAYETE W YCAYTW, M 3aKaAHYNBEA KHHUMaMMKM, KHHD¢MJ’IbMEMH

W MY3bIKaNbHBEIMW NPOU3BELEHWAMM,

ABTODCKWE NMpaBa - 3T0 NPaBa Ha MHTENNEKTYANbHYIO COBCTBEHHOCTE -~ Ha NPOW3BEAEHWS
HayKu, MMTEPATYPbI M MCKYCCTBA. ABTOPCKME NPAaBa BLICTYNAKOT KAk rapaHTuA BO3MOXHOCTEN
aBTOpa 3apaboTaTe Ha pe3ynbTatax CBOEero TPy4a, NONYYUTL M3BECTHOCTE W NPU3HaHue. HukTo
6ez paspelieHnn aBToPa HE MOXET BOCNPOW3BOANTL Er0 NPOM3BEAEHME, PACNPOCTPaHATE,
nyBNMYHO AEMOHCTPUPOBATL, NPOAABATE WKW PA3MELLATE B MHTEPHETE,

alMupaTckoen nporpammuoe obecneyeHne HeceT B cebe MHOMME PUCKK: OT NOTEPW AdHHBIX
Ao BnokvpoekK YCTPOWCTEE, TAS YCTAHOBNEHE HENEransHana nporpamma. He 3abbiganTe, yto
B CeTu MOXHO HanTK NeranbHele u BeCNNaTHLIE NPOrpaMMbl CO CXOAHBIM dYHKLMOHANOM.
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3/IeKTPOHHOM NOYTOH
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o BuiGepu npaBMnbHbIM NOYTOBBLIA CepBMC. B HTepHeTe mHoro BecnnaTtHeix. OaHako nouty
Nyylle 33e04WTE HA NONYIAPHOM CEPBUCE, KOTOPLIM YE NOAbIYOTCH TEOW 3HAKOMBIE,

9 He nuwm o cebe B agpece nouTsl. He yKa3sisail B NOYTOBOM aapece NMYHYI0 HGOP-
mauuio. Hanpumep, nyywe ebibpaTte «My3bikanbHbii_daHaT@y nnu «pok2018@»
BmecTo «anapen2005a@n.

e Wcnonb3yit ABYX3TanHylo aBTopM3aumio. [na Asyx3TanHon asTopm3saymMm noMmumo
Napona HYXXHO BBOAWTL KOA, KOTopbli npuckinaoT no CMC,

Be16epn cnoxHBIA Napons. [na kaxA0ro NnOYTOBOMo AWMKa A0AXeH ObiTs CBOM
CNOM¥HbIWA, YCTOAYMBLIA K BINOMY Napone,

6 Wcnonb3yi npoBepouHbiil Bonpoc. [puaymMail cam CBO#A NMYHbIA BOMPOC AN WAEH-
TUGUKELMKM, ECNM CEPBUC AAET TAKYI0 BOIMOXHOCTS,

o 3aBeu HECKONBKO NOYTOBLIX AUMKOB. [1EPEbIA ANA YACTHOMN Nepenucku
C agpecaTamy, KOTOPbIM Tl AOBEPAELUb, ITOT INEKTPOHHBIA a4PEC HE HYXHO
MCNONB30BaTh NPYW PErUCTPaLUK Ha HOpyMaX 1 CailTax.

o He oTkpbiBait BAOXeHUA nucem. He oTkpbiBai dbainsl v agpyrue BNOXKEHUA B NUCLMAX,
AAXE ECNM OHU NPULLAK OT ApY3eit. YTOUHM Y HUX, OTNPaBNanu N1 oHu Tebe 3Tu dainsi.

BeixoanTe U3 noyThl. He 3abeiBai HaxumaTe «BeiATH» nocne okoHYaHua paboTel Ha
NOYTOBOM CEPBUCE, NEpea TEM KaK 3aKpbITh BKNAAKY C CANTOM.,
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Kak 3alyuTuTbCH
OT KubepOynnuHra

KMBEPEYNNHUHT - cutyauma, korga yenoseka B CeTH NpecneayoT CoobLUBHUAMM, KOTOPLIE
copepxaT OCKopbneHWA, arpeccuio, 3anyrmeaHue; XyNMraHcTeo; counansHoe BoikoTupoBaHue.

o He 6pocaiica B 60i. J1yuwwnii cnocob: nocoeeToBaThCA, Kak ceba BeCTH, M BCAM HET

TOrO, K KOMY MOXHO 0BpaTuTbCa, TO BHaYaNe HyXHO yCnokouThCs, Ecnu Tol HauHew b
oTBEYaTh OCKOPBNEHWAMMW Ha oCKOpBAeHWN, TO TONBKO eLe BonbLIe PasoXKeLlb
KOHPAKKT,

Ynpaensaii ceoei kubeppenyraumei. Miwm cnocobsl BEIACHUTE, KTO CTOWT 33 aHO-
HUMHBIM aKKayHTOM 06maYmMka. AHOHMMHOCTE B CeTM MHUMaA,

Bepern BMPTYanbHYIO 4eCTb cMmonoay. He eean xynuradckmin 06pas BMpTyansHoM
HKU3HW. MIHTEpHET PUKCUPYET BCE AEMCTBMA WM COXPAHART UX. YaanuTs ux bygeT
CNoOMHO,

WrHopupy# eguHWuHbIA Heratue. OgHopasoesie ockopbuTenbHbie coobieHns nyy-
we urHopupoeats, OBbIYHO arpeccua NPeKpPaLLaeTca Ha Ha4yanbHOM CTaguu,

bnokwnpyi arpeccopa. B nporpammax obmMmeHa MrHOBEHHBIMKW COOBLUEHWAMM, B COLIM-
anbHbIX CETAX MOXHO 3aNPeTUTL KOHKPETHBIM agpecam NPUCLINaTh coobLueHusa.

e Moaaepxu wepTey KMbepbynnuura. MNokaxw npecnegosaTento, YTo OUEHUBAELW b ero
peincrteus HeratueHo, Coobuw B3pocnbim 0 dakTe arpeccusHoro nosegeHua B Cetu.
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Kak 3awuruTbes
OT KOMIMbIOTEPHbIX BUPYCOB
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KOMMbIOTEPHbIM BUPYC - 570 nporpamma, KOTOpas MOXKET CO3A3BaTb CBOM KOMUM.
BupyCel NOBPEX AT MAK YHUUTOXAIOT dalinbl Ha 3apaxeHHOM KOMNBIOTEDE U BCKO onepa-
LUWOHHYIO CUCTeMY B Lienom. Yalle BCero pacnpocTpaHaTCA BUPYCH Yepes MHTEPHET.

3arpysm COBPEMEHHYI0 ONePaLMOHHYI0 cucTemy. Mcnonbayn coBpemeHHbIe onepa-
LMOHHBIE CUCTEMBI C BBICOKMM YPOBHEM 3aLLMThI OT BPEAOHOCHBIX NPOrPamm.

O6HoBNAK ONepauMOHHYI0 cucTemy. Brknoym pexmrm aeToMaTu4eckoro obHoBNEHUS
OnNepaunoHHON CUCTEMBI. ECAW B CUCTEME HET TAKOTO PEXUMA, PErYNAPHO YCTaHABAK-
B2 ODHOBNEHWACAMOCTOATENBHO. 3arpyKainnxcodbuuynansHorocanTa paspaboTymka.

Wcnonb3yit npaea nonb3oeatens. PaboTai Ha KOMMbBIOTEPE NOA NPaBamMM NoNb-
3F0BATENA, @ HE AAMMWHMUCTPATOPa. 3TO HE NO3BONWMT DONBLWWHCTRY BPEAOHOCHBIX
nporpamMm aBTOMaTHYECKMA YCTAHOBMTBCA,

He puckyi. Micnonsayi aHTMBUPYCHBIE NPOrPamMMHBIE NPOAYKTE NPOBEPEHHBIX
NPOVW3BOAUTENEN C aBTOMATUYECKMM 0BHOBNEHMEM Ba3.

OrpaHnub AOCTYN K CBOEMY KOMMBIOTEpY. He paspeluaid noCTOPOHHWM NONbB30BaTh-
CA CBOMM KOMMBITEPOM.

Boibupait TILaTeNbHO MCTOMHMKW. Konupyit 1 3arpyxai ¢dannsl TONLKO C NpOBEpeH-

0 HbiX CBEMHbIX HOCUTENER UNKW MHTEpHET-pecypcoe, He oTkpelisai dainel, KOTOpbIE
NONYYUA M3 HEHAAEXHBIX MCTOYHWKOB, [axe Te, KOTOpbIe NPMCAAN TEOR 3HAKOMBINA,
YTou4HKM y Hero, oTnpaenan nv oH Tebe ux.
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Kak 6e3onacHo -
nonb3oBarbca ceTtbio Wi-Fi &‘a.

Wi-Fi - 370 GecnpoeogHoin cnocob nepegayn AaHHbIX C NOMOLLLI paaMocurHancs. B kade,
OTeNsx, a3ponopTax 4acTo MoxHO BecnnatHo BeliTK B MHTepHeT yepes Wi-Fi. Ho obweao-
crynHeie cetn Wi-Fi HeBezonacHsl,

o He nepepgasait nnunyo nidopmaymio yepes obweaocrynubie cetm Wi-Fi. XKena-
TENbHO HE BEBOAWTE Naponu 40CTyna, NOrMHbl U HoMepa,

Mcnone3yii n 06HOBNAR AaHTHEMPYCHBIE Nporpammel M 6panamayap. Tak Thl
obesonacuwb ceba OT 3aKayku BUPYCa Ha YCTPOMCTEO.

e Ormoun dyuxkumo «06wmi goctyn Kk painam n NnpuHTEpam» NPMU UCNONb30Ba-
HuM Wi-Fi. 371a byHKUMA 33KpbITa NO YMONYAHKIO, OAHAKO HEKOTOPLIE NOMBI0BATENM
aKTUBHMPYIOT ee AnA yaobcTea ucnonb3oeaHus e pabote unu yyebe.

o He ncnonbayi nybnuunbiin Wi-Fi ana nepeaaumn nuuHbiX gaHubix. Hanpumep, ana
BbiX0Aa B COLMANbHbIE CETW UMW B INEKTPOHHYID NOYTY.

Wcnonb3yi Tonbko 3awmueHHoe coeguHenne yepes HTTPS, ane HTTP. To ects
npw Habope eeb-agpeca esogu umeHHo «https: 7/ ».

Ortkmoun dyukumio «Mogknwuenne k Wi-Fi asromatuueckm» 8 mobunbHom Tene-
¢one. He gonyckain aBToMaTUYECKOro NoAKNKYEeHKs ycTponcTea K ceTam Wi-Fi bes
TBOEro COrnacusa.
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SNEKTPOHHBIE AEHbI'N - 310 yaobHeIA cnocob nnatexein, 0AHaKo 38 HUMK YacTo OXOTAT-
€A MoLLeHHWKKW. B Poccun 3akoH pasaensaeT 3NeKTPOHHbIE A8HbIMM Ha AB3 BMAE - aHOHWMHbIE
1 nepcoHndrunpoBaHHeie, PazHuua B TOM, YTO @8HOHWMHBIE - 3TO TE, B KOTOPbIX pa3peLuaeTcs
NPOBOAMTL ONepauynn 6e3 naeHTudUKaUunM NoNL30BATENS, @ B NEPCOHUDULNPOBAHHBIX NOEH-
TH¢1HKEL|HH nons3osartens obasarensHa.

Mpuesku K cuety mobunbHolit TenedoH. 31o cambii yaobHbIM cnocob BoccTaHo-
BWTE K HEMY gocTyn. [pruBasaHHbIA TenedoH NOMOXET, ecnu 3abyaells NNaTEXHBIA
napones UNW 3aMaells Ha CanT C He3HaKoOMOro YCTPOWCTEA.

Mcnonb3yih ogHopasosbie naponu. [locne nepexoaa Ha YCUNEHHYIO aBTOPU3aLuni
Tebe yxe He BygeT YyrpoxaTe ONAacHOCTL KPaXkn AW NEPEXBATa NA3TEXHOro Napons,

e Mpuayman CNoXHBLIA Napone. [1pecTynHMKam ByAeT He NpoCTo YyraaaTs CNOXKHBIA

napons. CnoxHble naponw - 3To Naponw, KOTOpbie COAEPXKaT He MeHee BOCbMM 3Ha-
KOB W BKNOY3K0T B ceba CTpoYHbIe 1 nponucHbie ByKebl, LU Pbl M HECKONBKO CUMBO-
NOB, TaKKE KaK 3Hak gonnapa, GdyHTa, BOCKAMUaTENbHBIA 3HaK, Hanpumep, 5tROng!:;

o Bepern nnuHble gaHHble. He BBOAM MX Ha CalTax, KOTOpbIM HE A0BEPAELUB,
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Kak 6e3onacHo nonb3oBarbCs-
CcMapTOHOM, MNNAHLLETOM

]
peguMEHﬂnﬂaH

MHHDEP“W“ ;

o Byab ocropomen. Korga tebe npeanaraiot 6eCnnaTHbIA KOHTEHT, B HEM MOTYT BbiTh
CKPbIThI NNATHBIE YCAYTH,

Aymaii, npexxae uem ornpaeute CMC, doro mnm euaeo. Tol TOYHO 3HAELB, FAE OHKU
OK2XYTCHA B KOHEYHOM MTOre?

e O6HoBAAK ONEPALMOHHYI0 CHCTEMY CMapTdOHa. 3T0 AONCAHWTENbBHAA 3aLKUTA.

o MUcnonb3yit aHTMBMPYCHBIE NpOrpaMmmsel AnA cMmapTdoHoB. PerynapHo 06HOBNAR MX.

He 3arpyxai npuAoXeHua 0T HEN3BECTHOrO MCTOUHMKA. OHW MOTYT COAEPXaTh
BpeAOHOCHOE nporpammHoe obecnedeHne,

3anam B HacTpoiku 6pay3epa mn yaanm cookies. Caenait 3to cpasy nocne Toro, Kak
Thl BbIAAELW L CCANTA, rAe BEOAWA NMYHYID MHDOPMALWID.

o Mpoeepsai nnaTHbie yCAYrv Ha TBOEM HoMepe. VIHoraa MoryT akTUBMPOBaTE HOBbIE,

He ecem gaeai Homep Tenedona. Jasai ceoi Homep MoOBUNLHOrO TEnedoHa TONb-
KO NAAM, KOTOPLIX Thl 3HAELWbL WKOMY AOBEPRAE Wb,

Beiknwuait Bluetooth, korga He ucnonsayews ero. MiHorga npoeepsait, He 3abein nu
BbIK/OUYUTD.
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online

ONLINE-UIPbI o6veguHaoT niogei no scemy mupy. irpoku nokynaT guck, onnadueaT abo-
HEMEHT UAW AONOAHWUTENLHLIE ONUWKM. Ha 3TW CpeacTBa COBEPLUEHCTBYIOTCA CUCTEMBI ABTOPK-
3aLMW, 33KPbIBAIOTCA YAIBMMOCTH. B urpax cTouT onacartsca Kkpaxu napons.

Bnoxkupyi HeagekeaToB. 3a610KMpY A B CNWCKE UrPOKOE TOro, KTO eegeT cebs arpec-
CWEHO N0 OTHOWEHWO K Tebe uan CO303ET HENPWUATHOCTH.

Moxanyica agMMHNUCTPaTOPaM Mrpkl Ha NOBEAEHWE arpecCMBHOIO Mrpoka. XKena-
TENBHD NPHUNOXWTE A0K33aTeNeCTEA B BMAE CKRPHMHOB.

o Byab ocTopoxeH. He ykasoigai nuuHyio MHbopmauwio B npodaine urpsbl,
o Cnegmw 3a cBOMM NoBegeHNeM. YBaxan Apyrux Y4acTHUKOB Urpbl.
e YcranaenuBai npoBepeHHbie YTUANTEL M3berai HeoduuWanbHelx NaTyen 1 MO4oE,

e Beperuch oT B310Ma. VICNONb3YiA CAOXHbLIE U pa3Hbie Naposu.

o He oTkM04ai aHTUBMPYC BO BpemsaA Mrpbl. [10Ka Tbl UrpaeLb, TBOM KOMMbIOTED
MOTYT 33pa3uTb.
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Kak zawururbca
OT (PULLUUHTA

GULUMUHT (ot aurnuitckoro cnoga fishing - peibHas noena) - BUA MHTEPHET-MOLLIEHHWYECTBA,
Ero rnaeHas uens - NONYYUTh KOHGUACHUWANBHBIE A3HHbIE NONL3I0BATENER - NOTWHBE! M NAPOAW,

Cneam 3a cBOMM aKKkayHTOM. EC/in nofgo3peBaeLlb, YTO aKKaYHT B3NOMaNK, HYXHO
3a6noKkMpoBaTh €ro v CoobLWKWTE aAMMHUCTPaTOPaM pecypca of 3TOM Kak MOXHO
ckopee.

Mocewait Tonsko 6e3onacHble Beb-caiTel. B Mx Yynucne - CaiTel MHTEPHET-MarasvHoe
W NOMCKOBLIX CUCTEM.

Mcnonb3yi cnoXHbie M pasHbie naponu. Ecnu Teba B3N10MAIOT, TO 3N10YMBILLNEHHM-
KW NOMY4YaT AOCTYN TOALKO K 0gHOMY TBoemy npocunio B CeTn, a He ko Bcem,

Mpeaynpeau Bcex CEOMX 3HAKOMBIX, KOTOpbIe AoBaBneHbl y Te6a B Apy3ba, ecnun Teba
Banomanu. OT TBOETO MMEHW MOTYT PACCHINATH CNam M CCbIAKKM HA GHULLWMHIOBbIE CalTbl.

o Cnpavb AaHHble. YcTaHoew HagexHbli napont (PIN) Ha moBunbHblin Tenedon,

o OTKn0uM coxpaHenme napons B 6paysepe. CoxpaHeHHbIe Naponu KpagyT Yalle.

o He oTkpoieai daitnsl v gpyrue snoXeHusa B nMcbmax. [axke ecnv oHW Npuwnm
OT TBOWX APY3ei. YTOUHM ¥ HUX, OTNPaBNanu v oHK Tebe 3tn dainsl,



